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Data Classification Quick-Reference Guide
What's safe to share with AI tools — and what isn't

Before you type anything into an AI tool, ask yourself: "Would I be comfortable if this information was made public?" If not, think carefully about which tool you're using and what happens to your data.

The Traffic Light System
	Classification
	Examples
	Which AI Tools?
	Risk Level

	Public information
	Published reports, media releases, general FAQs, publicly available data
	Any AI tool
	✅ Safe

	Internal — low sensitivity
	Meeting notes (no client names), general process docs, internal comms drafts
	Paid/enterprise AI tools with data protections
	✅ Generally safe

	Internal — medium sensitivity
	Strategy documents, financial summaries, staff performance data, client project names
	Enterprise-only tools (Copilot M365, ChatGPT Enterprise/Team)
	⚠️ Caution

	Confidential
	Client data, personal information, health records, legal documents, passwords, financial details
	Do NOT use in any external AI tool
	❌ Do not use

	Regulated / Protected
	Patient records, government classified, legally privileged, credit card numbers
	Never. Full stop.
	❌ Never



Platform-Specific Data Handling
	Platform
	Free Plan
	Paid/Enterprise
	Key Setting

	ChatGPT
	Data used for training by default
	Team/Enterprise: not used for training
	Settings > Data Controls > turn off training

	Microsoft Copilot
	Consumer: limited protections
	M365 Commercial: data stays in your tenant
	Check with your IT team

	Claude
	Free: may be used for training
	Pro/API: not used for training
	Check account type

	Gemini
	Free: data used for training
	Workspace: not used for training
	Check your Google Workspace plan



The Golden Rules
· Never enter passwords, credit card numbers, or API keys into any AI tool
· Never upload client data or personal information to free AI accounts
· Always check your organisation's AI policy before using a new tool

· When in doubt, anonymise: replace names with "Client A", remove identifying details
· Remember: free AI tools may use your inputs to train future models

Rule of thumb: If you wouldn't put it on a billboard, don't put it in a free AI tool.
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